

I Claim: 



1 A Electronic mail control software, comprising: 



..v 



means for opening a window arranged to enable a user of the electronic mail 



applications program to select control options to be applied to an electronic mail message 
created using the electronic mail applications program; and 



mean^ for modifying an address to which the message is to be sent in order to 
direct the message to a central mail server arranged to implement said control options if 
one of said contra! options is selected. 



Electronic maiKcontrol software as claimed in claim 1, wherein said control 
options include an\xpiration setting by which the user may select a date, time, or 
event, the occurrences which will cause said message to expire. 

Electronic mail control software as claimed in claim 1, wherein said control 
options include limitations on torwarding by a recipient of said message. 



4. Electronic mail control software as dJaimed in claim 1, wherein said means for 
opening said window includes means foVintercepting a send command generated 
by said electronic mail applications programed opening said window in response 
to interception of said send command. 



5. 



Electronic mail control software as claimed in claimNL further comprising means 
for modifying at least one entry in an address bookNof said electronic mail 
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applications program to cause mail sent to said entry to be routed through said 
lectronic mail server. 




6. A m^hod of adding lifespan and handling limitations to an electronic mail 
message^comprising the steps of: 
S opening a Vindow arranged to enable a user of the electronic mail applications 

program to select control options to be applied to an electronic mail message created using 



the electronic mail applications program; and 

irefc 
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modifying an address to which the message is to be sent in order to direct the 



message to a central mail serve^arranged to implement said control options if one of said 

\ 

control options is selected. 




A method as claimed in claim 6, wherein said control options include an 
expiration setting by which the\ser may select a date, time, or event, the 
occurrence of which will cause said mtessage to expire. 



A method as claimed in claim 6, wherein saia^control options include limitations 
on forwarding by a recipient of said message. 



9. A method as claimed in claim 6, wherein the step of opening said window includes 
the step of intercepting a send command generated b\said electronic mail 
applications program and opening said window in response to\pterception of said 
send command. 
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1 A method as claimed in claim 6, further comprising the step of modifying at least 
one entry in an address book of said electronic mail applications program to cause 
lail sent to said entry to be routed through said electronic mail server. 

1 1 . An^electronic mail system, comprising: 

a first cofnputer on which is installed message origination software and which is 
\ 

connected to a network capable of carrying an electronic mail message; 

at least one recipient computer also connected to said network; and 
\ 

a viewer applet if^stalled on said recipient computer, 
v 

said viewer applet btyng arranged to control a manner in which an information in 

an electronic mail wrapper associated with the electronic mail message is presented to a 

\ 

recipient of the message, said control including selection of information to present and 

control of coupling of the information and the message. 

\ 

\ 

\ 

12. An electronic mail system as claihied in claim 11, further comprising a central 

\ 

electronic mail server connected to sai^l network, said electronic mail server being 

\ 

arranged to cooperate with said viewer aj^let to achieve said control of the manner 
in which the electronic mail wrapper is presented to the recipient. 



13. An electronic mail system as claimed in claim 12, wherein upon request by the 
recipient, said central mail server encrypts said elec\ronic mail message and sends 
it to said viewer applet, and said viewer applet beink arranged to decrypt said 
message so as to display said message with information deleted from said wrapper. 
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J 4. A method of controlling an electronic mail message transmitted over a network, 
comprising the steps of: 

after transmission of the electronic mail message over the network, identifying and 
selecting information in a message wrapper; and 

^pcrypting said electronic mail message so that only said selected information can 
be viewedWth the message using a viewer applet installed on a recipient computer. 



x 



15. A methodof controlling an electronic mail message transmitted over a network, 
comprising the stepte of: 

before transmission of the electronic mail message over the network, attaching 
limitations on processing^nd handling of the electronic mail message by a recipient; 

initially transmitting ^aid electronic mail message over said network to a central 
electronic mail server; 

storing said electronic maitanessage at said electronic mail server; 
upon request by the recipient, encrypting said electronic mail message, sending the 
encrypted electronic mail message to a viewer applet installed on said recipient computer, 
and storing said encrypted message on the recipient computer; 

viewing said message by decrypting saiclelectronic mail message using the viewer 
applet and a session key supplied by the central electronic mail server; and 

causing said central electronic mail server and viewer applet to implement said 
processing and handling limitations. 



16. A method as claimed in claim 15, wherein said sessicm key is supplied by said 
central server each time said message is to be viewed. \ 
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A method as claimed in claim 15, wherein said session key must be renewed 
periodically in order to view said message. 

18. AV method as claimed in claim 15, wherein said viewer applet is required to 
establish communications with the central server periodically in order to ensure 
that thfe clock used by the viewer applet is functioning properly. 



19. An electronic mail system, comprising: 

a first computer on which is installed message origination software arranged to 
assign message processing limitations to an electronic mail message and which is 
connected to a network cap^le of carrying said electronic mail message; 

at least one recipient computer also connected to said network; 

a viewer applet; and 

a central electronic mail seWer connected to said network, said message 
origination software being arranged to send said electronic mail message to said electronic 
mail server, said electronic mail server being arranged to store information concerning 
said electronic mail message and, upon requesi\by the recipient, encrypt said electronic 
mail message and send it to said viewer applet, whVein said viewer applet is arranged to 
decrypt said viewer applet as it is sent so as to displayvsaid message, 

wherein said viewer applet is also arranged to store at least a portion of said 
message that has been stripped of said information by said central server, and 

wherein said processing limitations are implemented by sa^d central electronic mail 
server and said viewer applet. 
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An electronic mail system as claimed in claim 19, wherein said message is 
encrypted by said central mail server using a public key generated by the viewer 
pplet, said viewer applet being arranged to generate said public key and also a 
corresponding private key used to decrypt said message. 

\ 

An electronic mail system as claimed in claim 19, wherein said viewer applet is 
further aJ^anged to permit a user to request forwarding of said electronic mail 
message to V second recipient computer, said central mail server being arranged 
to strip and store information concerning said message, a copy of the viewer applet 
installed on said second recipient computer being arranged to store said stripped 
message. 



22. A method of controlling an^lectronic mail message transmitted over a network, 
comprising the steps of: 

before transmission of the electrdtaic mail message over the network, attaching 
limitations on processing and handling of th\electronic mail message by a recipient; 
1 5 initially transmitting said electronic mai\message over said network to a central 

electronic mail server; 

storing said electronic mail message at said electronic mail server; 
upon request by the recipient, encrypting said electronic mail message, sending the 
encrypted electronic mail message to a viewer applet installec^on said recipient computer, 
2 0 and decrypting said electronic mail message as it is received by\he viewer applet so as to 

display said message; and 
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causing said central server and viewer applet to implement said processing and 
handling limitations. 
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ethod of controlling an electronic mail message as claimed in claim 21 , further 
comprising the steps of encrypting said electronic mail message is carried out by 
said central electronic mail server using a public key generated by the viewer 
applet, sa$d viewer applet being arranged to generate said public key and also a 
corresponding private key used to decrypt said message. 



2^ . A method of contV>lling an electronic mail message as claimed in claim 2 1 , further 
comprising the steps of causing said viewer applet to request forwarding of said 
electronic mail message stored on said central mail server to a second recipient 
computer, encrypting saia^lectronic mail message using a public key of a copy of 
said viewer applet installed Vn said second recipient computer, and sending said 
stripped electronic message toXsaid second recipient computer for storage in a 
memory of the second recipient capiputer. 

2^>. A method of developing mailing lists, comprising the steps of: 

sending an electronic mail message to an imtial list of recipients; 
requiring that forwarded versions of said electronic mail message be routed 

through at least one central mail server; 

tracking all transactions involving said electronic Aaail message; and 
using a record of at least a portion of said transaction^ to expand said electronic 

mailing list. 
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26. 



A method as claimed in claim 24, further comprising the steps of: before initial 
transmission of said message, attaching handling limitations to said message; and 
encrypting said message so that it can only be viewed by a viewer applet supplied 
\^y said central server. 

\ 

A method as claimed in claim 24, further comprising the steps of: before 

transmission of the electronic mail message over an open network, attaching to the 

message a d&te, time, or event, the occurrence of which will cause said electronic 
\ 

mail message ai^d all designated incarnations thereof to expire; and encrypting said 
electronic mail message so that it can only be viewed before the occurrence of said 
time, date, or even usmg a viewer applet installed on a recipient computer. 



\ 



27. A method as claimed in claim 24, wherein said record includes all addresses to 
which said message has been rarwarded. 



28. A method as claimed in claim 24, wherein said record includes a subset of the 
addresses to which said message has been.forwarded. 



29. A method as claimed in claim 24, further comprising the step of selling said 
expanded list. 
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